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2 Dynamic Cybersecurity Model based on ISO standards for Higher Education Institutions in Colombia

Abstract

Introduction: This article is the result of a research process whose product was to generate a guide for Higher
Education Institutions (in Spanish, IES) to adopt a Cybersecurity Model based on ISO standards (International
Organization for Standardization).

Problem: IES do not have a cybersecurity model aligned to the I1SO / IEC 27032: 2012 standard (International
Organization for Standardization / International Electrotechnical Commission), which causes a lack of clarity
and uncertainty in the level of maturity and a low efficiency in the processes and information security controls

to be implemented.
Objective: Propose a dynamic model of cybersecurity based on I1SO standards for IES.
Methodology: The development of this work was oriented under a line of applied research.

Results: A dynamic model that can be adapted to the different needs and requirements of IES has been gene-

rated.

Conclusion: |IES can implement a cybersecurity model to prevent and protect information at the cyberspace

level.
Originality: At present there are no specific dynamic cybersecurity models for IES.

Limitations: The model implementation guide is established in a general way to be applied later to an organi-

zation in any sector.

Keywords: Dynamic Cybersecurity Model, Higher Education Institutions, ISO/IEC 27032: 2012, Security
Standards.

Resumen

Introduccion: Este articulo es resultado de un proyecto de investigacion “Modelo dinamico de ciberseguri-
dad basado en estandares ISO para IES" desarrollado en el Tecnolégico de Antioquia Institucion Universitaria
en el afno 2020, cuyo producto fue generar una guia para que las IES (Instituciones de Educacion Superior)
puedan adoptar un Modelo de Ciberseguridad basado en estandares I1SO (International Organization for
Standardization).

Problema: Las IES no cuentan con un modelo de ciberseguridad alineado al estandar I1SO/IEC 27032:2012
(Internacional Organization for Standardization/International Electrotechnical Commission), lo que ocasiona
falta de claridad e incertidumbre en el nivel de madurez y baja eficiencia en los procesos y los controles de

seguridad de la informacion que se deben implementar.

Objetivo: Proponer un Modelo dinamico de ciberseguridad basado en estandares ISO para las IES.
Metodologia: El desarrollo de este trabajo se orienté bajo una linea de la investigacion aplicada, en virtud
de que se vid necesario abordar el problema a partir de conocimientos previos que permitieron soportar los

aportes tedricos y las actividades propuestas para determinar las posibles causas del problema y darle una

posible solucién.

Resultados: La generacion de este modelo dinamico permite que pueda adaptarse a las diferentes necesidades

y requerimientos de las IES.

Conclusion: Las |IES pueden implementar un modelo de ciberseguridad para prevenir y proteger la informacion
a nivel del ciberespacio.

Originalidad: El trabajo realizado genera un gran aporte que es la generacion de un modelo dindmico de ciber-
seguridad, dado que en la actualidad no se encuentran modelos especificos para las IES.
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Limitaciones: La guia de implementacion del modelo se establece de manera general para ser aplicada poste-

riormente a una organizacion de cualquier sector.

Palabras clave: Estandares de Seguridad, Instituciones de Educacion Superior, ISO/IEC 27032:2012, Modelo

dindmico de ciberseguridad.

Resumo

Introdugdo: Este artigo é o resultado de um projeto de pesquisa “Modelo dinamico de seguranca cibernética
baseado em padrdes I1SO para IES" desenvolvido no Tecnoldgico de Antioquia Institucion Universitaria no ano
de 2020, cujo produto foi gerar um guia para que as IES (Instituigdes de Ensino Superior ) pode adotar um

Modelo de Ciberseguranca baseado nas normas ISO (International Organization for Standardization).

Problema: as IES nao possuem um modelo de ciberseguranga alinhado com a norma ISO/IEC 27032:2012
(International Organization for Standardization/International Electrotechnical Commission), o que causa falta
de clareza e incerteza no nivel de maturidade e baixa eficiéncia nos processos e nas informagoes controles de

seguranga que devem ser implementados.
Objetivo: Propor um modelo dindmico de ciberseguranga baseado em padrdes I1SO para IES.

Metodologia: O desenvolvimento deste trabalho foi orientado sob uma linha de pesquisa aplicada, em virtude
do fato de ser necessario abordar o problema a partir de conhecimentos prévios que permitissem subsidiar os
aportes tedricos e as atividades propostas para determinar as possiveis causas do problema. e dar-lhe uma
solugao possivel.

Resultados: A geragao deste modelo dinamico permite adapta-lo as diferentes necessidades e exigéncias das
IES.

Conclusdo: As IES podem implementar um modelo de ciberseguranga para prevenir e proteger a informagao

ao nivel do ciberespago.

Originalidade: O trabalho realizado gera uma grande contribuigao, que é a geragdo de um modelo dinamico de

ciberseguranga, visto que atualmente nao existem modelos especificos para IES.
Limitagées: O guia de implementagao do modelo é estabelecido de forma geral para ser aplicado posterior-

mente a uma organizagao de qualquer setor.

Palavras-chave: Normas de Seguranga, Instituigdes de Ensino Superior, ISO/IEC 27032:2012, Modelo dinamico

de ciberseguranga.

1. INTRODUCTION

It is imperative that Higher Education Institutions (IES) establish new challenges in
the context of cybersecurity and cyberdefense. Before it was only enough to know
and understand the threats known from the environment; now, updated or new pro-
posals must be configured that, in addition to protecting and securing information
assets, anticipate and defend against unknown or uncertain scenarios, that enable
organizations and countries to identify and manage latent and emerging risks with
a more systemic view [1]. For this reason, it is important that IES strengthen their
processes with a dynamic cybersecurity model based on the ISO / IEC 27032: 2012
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4 Dynamic Cybersecurity Model based on ISO standards for Higher Education Institutions in Colombia

cybersecurity standard, which will facilitate the implementation of security controls
and thus prevent problems in the integrity, availability and reliability of information.

1.1 Conceptual aspects

Analysis of Cybersecurity in Colombian organizations with regards to Cybercrime
trends in Colombia [2], between the Colombian Chamber of Informatics and
Telecommunications and the reports made by companies and citizens to the CECIP
Police Cybernetic Center, presents the different types of attack to which organiza-
tions are exposed. The analysis, encompassing 15 948 complaints and reports from
the most reported incidents in Colombia can be categorized as folloews: 42% phish-
ing cases, 28% identity theft, 14% sending malware and 16% fraud in online payment
methods, where the main interest of cybercriminals is financial and subsequent mon-
etization of the profits generated in each Cyber-attack. Among the most common
computer crimes in the country are: computer theft, the violation of personal data,
abusive access to the computer systems, the non-consensual transfer of assets and
the use of Malicious Software. In turn, social engineering is responsible for 90% of
company cyber threats. For this reason, the importance of strengthening cyberse-
curity models is evident and the dissemination of the appropriate knowledge on how
to safeguard the information of the data that are constantly exposed internally and
externally in cyberspace is of utmost importance. Some of the most common attacks
currently being used include: the corporate email spoofing attack BEC (Business
Email Compromise), cryptocurrency mining, ransomware, denial of service attacks,
malware, SIM card hijacking or change and Cryptojacking [2].

Organizations seek to protect cyber assets and implement cybersecurity mea-
sures and programs, but despite this ongoing effort, cybersecurity breaches and cyber
attacks inevitably occur [3].

A cybersecurity model is the representation of a concept or process through
defined variables to achieve a better understanding following pre-established pa-
rameters to measure and validate cybersecurity issues based on established norms,
policies, and standards.

The construction of a model involves the following steps:

Carry out an Investigation on legislation: Where the information security pro-
tection laws determined by the Country, organization, or company with which you are
going to work must be established and identified.

Define the importance and benefits that will be obtained with the model to so-
cialize them with the stakeholders of the organization or company with which you are
going to work.
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Establish cybersecurity objectives with clear and quantifiable objectives.

Choose the reference framework for the implementation of cybersecurity
among which are the cybersecurity standard ISO / IEC 27032: 2012, COBIT (Control
Objectives for Information and related Technology) that can be defined as a guide or
model to perform audits of the management and control of information and tech-
nology systems, aimed at the IT departments of an organization; that is, the auditors
involved in the process [4] and the NIST SP 800-53 Cybersecurity Framework that
represents the security controls and defined assessment procedures.

1.2 Literature review or research background

In [5], they present the difference from the rest of the environments where cyberat-
tacks are fought; cyberspace has a physical and virtual dimension, thus, any event
that occurs in cyberspace has effects on the physical world and vice versa. In par-
ticular, the lack of cybersecurity measures in public Higher Education Institutions
can generate some problems, which grow over time, and as the probability of being
the target of computer attacks increases, the greater is the impact of risk. To control
more security in cyberspace, there are regulations that regulate and help to improve
this type of problem, such as the ISO/IEC 27032: 2012 Cybersecurity Guidelines, and
those that contribute to risk mitigation, such as the Modal Analysis of Failures and
Effects (AMFE) methodology; they are applied when designing new products, ser-
vices, or processes. To complement the execution of this research, in the discovery of
the vulnerabilities in the distributed systems of the public IES of Manabi, vulnerability
scanning tools such as Shodan, Nessus, and Acunetix were applied, which scanned
the public IP, or by link web of the systems of the public IES of Manabi, where it was
possible to obtain the already classified vulnerabilities. Once the previous process
was finished, the preparation of the action plan continued, taking into account the
mitigation strategies and acceptance criteria of the AMFE risk matrix, thereby im-
proving the security of the distributed systems of these public institutions and in this
way, reduce the risks encountered. This is one of the most relevant studies within the
literature, providing a model example of cybersecurity applied to Higher Education
Institutions.

[3] presents the results of an implementation and validation study of the
Cybersecurity Audit Model (CSAM), it is an innovative and comprehensive model that
includes the evaluation of cybersecurity in any organization and can review specific
guidelines for nations that wish to implement a cybersecurity strategy. The CSAM can
be implemented to run cybersecurity audits on an individual basis or it can be part of
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6 Dynamic Cybersecurity Model based on ISO standards for Higher Education Institutions in Colombia

a general audit implementation to improve organizational controls. The main objective
is to introduce a cybersecurity auditing model that can include all functional areas, in
order to generate an effective evaluation of cybersecurity, its maturity and cybernetic
readiness in any organization or nation that is auditing.

The study carried out by Sisteseg Consulting Services [6], provides information
of great importance in the context related to the implementation of the ISO 27032:
2012 Standard, serving as a guide in the development of this project, as well as a
reference framework in comparing cybersecurity models proposed.

[7] proposes cybersecurity standards focused on MSMEs: IASME (Information
Assurance for Small and Medium Sized Enterprises) is a standard created by the
IASME consortium made up of an academic entity (University of Worcester), private
cybersecurity consultants and an association of IT professionals (National Computing
Center), ISSA-UK 5173 (Information Systems Security Association) is an international
non-profit organization dedicated to connecting the various professionals in cyber-
security worldwide. They also deal with the analysis and choice and comparison of
different maturity models, which help to develop the comparative of the models in the
project [29] [30].

In [8], the authors addresses information as a key element in the development
and success of companies; for that reason, organizations are more aware of the need
to protect information from the threats to which they are exposed. It should be taken
into account that there are many different types of threats that affect information
systems and their information in general. Not all of them are related to computer
crimes, but for the most part, they are a risk for organizations and their effects must
be evaluated: Possible software and / or hardware failures, environmental and / or nat-
ural events, accidents, previously planned threats of an entirely criminal nature such
as theft or destruction of property, and general threats of external and / or internal
origin. As such, this document considers the different computer threats that occur in
organizations and presents them in a general way, being a frame of reference to carry
out the instrument to be applied [28].

[9] provides information related to the legal aspects in computer security that
must be taken into account in organizations. In current environments, there are multi-
ple norms and standards that provide guides to best practices with proposals related
to and executed on the security of the area of IT. These standards define policies,
processes, controls and actions. The drawback is that the incoherence of the infor-
mation that is handled within organizations, added to the growing number of threats,
complicates the diagnosis required for a clear image of the strengths and weaknesses,
as well as the action plans to be executed.

Ingenieria Solidaria e-ISSN 2357-6014 / Vol. 17, no. 3 / september-december 2021 / Bogota D.C., Colombia
Universidad Cooperativa de Colombia



Maria Alejandra Varona Taborda, Fabian Alexander Montano Collazos, Carlos Alejandro Escobar Marulanda, 7
Katerine Marceles Villalba

[10] brings into context the importance of keeping an organizations' data safe.
Todo so, itis necessary to comply with three fundamental pillars of information secu-
rity: Availability, information must be at hand and always available for those who need
access, that is, by personnel who are previously authorized either for modification or
for reading; Integrity, the information that is possessed must not be altered and must
be kept exactly how it was generated and; Confidentiality, information is only available
to people or applications and processes that have authorization.

[17] establishes a reference model in the implementation of information security
policies based onthe guidelines provided by international norms and standards, among
which are ISO 17799, COBIT, ITIL (Information Technology Infrastructure Library),
LEY SOX (Sarbanes Oxley Act), COSO (Committee of Sponsoring Organizations of the
Treadway) and ISO 27000 Series. In this study, phases and activities that are part of
this model are established: detection of needs, risk analysis, directive support, official
of information security, Preparation of ISP (Information Security Policies), preparation
of procedures, instructions and records, IT controls, evaluation and audit, evidence,
reports, action plans and awareness, the contribution to this project is established by
the different norms and reference standards and the aspects to be taken into account
related to the development phases.

2. MATERIALS AND METHODS

This article is developed within the lines of applied research [12] that works with previ-
ous knowledge that is supported in theoretical contributions and activities which will
allow to determine the possible causes of the problem posed and thus demonstrate
them. This in turn will allow, together with the research results, to generate a practical
document that will propose a dynamic cybersecurity model that can be adapted in
different IES.

Therefore, the following general guide is proposed, which will lead to the formu-
lation of the specific security model for an IES:

Phase 1: Review the state of the art on cybersecurity models that may be a
reference for the creation of the proposed model.

Phase 2: Establish a comparative table of the selected models based on the
established indicators.

Phase 3: Define the contributions obtained for the construction of the new mod-
el, after the analysis of the different models: the most important points of the results
are extracted from the comparison to build a new model.
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g Dynamic Cybersecurity Model based on ISO standards for Higher Education Institutions in Colombia

Phase 4: Build a dynamic cybersecurity model based on ISO standards.

Phase 5: Graphically design the structure of the Cybersecurity model: within the
design, the standards that will be worked with the model will be adjusted and the entire
structure of the new model graphically represented.

Phase 6: Evaluation of the model from a validated instrument based on reliabil-
ity, validity, and objectivity.

3. RESULTS

This chapter presents the development of each of the established phases.

Phase 1: Review the state of the art on cybersecurity models that may be ref-
erences for the creation of the proposed model.

A sample of existing cybersecurity models is selected and defined based on
established indicators.

Among the references that were selected, [6] is a study that establishes that in
the field of information security, according to ISO 27032: 2012, it is necessary to have
a security model that facilitates the implementation of security controls. The model
presented in this study seeks to allow the effective and efficient implementation of
the standard, since documentation is a fundamental part of the entire process and
recommends relying on its model to achieve the goal of protecting information. The
main components of this model are objectives, policies, procedures, and configuration
standards as can be seen in Figure 1.

o Objectives
Q'
N
o‘\/
%
& Politics
o
O

&

S

PN

&
=) Procedures
+ Hardering Guides
+ Checklists
Configuration Standards * Formats
+ Installation Manuals
Figure 1. Levels of Model Implementation
Source: Taken from [6]
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Referencing[13], different aspects related to the Standard are taken into account:

Scope
Applicability
Description
References
Terms of Service
Abbreviations
Generalities

O N ook N

Stakeholders in Cyberspace

©

Assets in Cyberspace

10. Cyberspace security threats

11. Roles of stakeholders in Cybersecurity

12. Guidelines for stakeholders in Cybersecurity Controls
13. Information exchange and coordination framework

In [5], a cybersecurity analysis was carried out with the elaboration of ques-
tionnaires (checklists) based on the ISO / [EC 27032: 2012 standard, with the domains
related to information, network and application security; it should be noted that in
this case the control related to Social Engineering was not taken into account. In this
study, the quantitative method was applied, which quantified the data using the Likert
scale, where 4 is a non-vulnerable process, 3 is not very vulnerable, 2 vulnerable and
1 very vulnerable. In the process of identifying the risks of each of the vulnerabilities
found through the checklist data, the AMFE matrix was prepared for each domain of
the applied standard, determined by: the probability of occurrence and the impact, the
level of risk of the vulnerabilities, issuing mitigation actions and acceptance criteria,
thereby providing an improvement proposal. This was followed by the application of
vulnerability scanning tools such as Shodan, Nessus, and Acunetix, which scanned
the public IP, or by web link of the systems of the public IES of Manabi, where it was
possible to obtain the already classified vulnerabilities. Finally, an action plan was
developed, taking into consideration the mitigation strategies and acceptance criteria
of the AMFE risk matrix, improving the security of the distributed systems of these
public institutions and thus, reducing the risks encountered.

In [3], different contributions related to cybersecurity models can be established
to meet challenges that may arise when planning and conducting cybersecurity audits;
As well as the implementation of the training of cybersecurity awareness, this study
shows the CSAM (Cybersecurity Audit Model), which is not exclusive to an industry,
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10 Dynamic Cybersecurity Model based on ISO standards for Higher Education Institutions in Colombia

sector or organization; therefore, it can be used to plan, carry out and verify audits of
cybersecurity in any organization or country, where all functional areas are included,
in order to ensure an effective evaluation of cybersecurity, its maturity and cybernetic
readiness. The study specifies the structure of the model, the work methodology and
the possible options for implementation, establishing the domains, subdomains, con-
trols, checklists, guideline assessment, and scorecard.

Phase 2: Establish a comparative table of the selected models based on the
established indicators.

The comparative table of cybersecurity models is established, referencing
some studies that will allow for the analysis of different characteristics of each one
and establish the contributions that will determine the design of the dynamic cyber-

security model, as evidenced below in Table 1.

Table 1. Comparative table of cybersecurity models based on indicators.

“Implementing

“Cybersecurity and
its application in

Cybersecurity Audits: A General Application Model for

Indicator the 1SO 27032: . . . .
2012 Standard” ngher Ed}lcat:’(;n Companies and Nations
Institutions
Organizations Higher Education )
Case study and Institutions Institutions Business
Nations Threat Intelligence
Governance and Strategy Incident Management
Legal framework and Digital Forensic
compliance Analysis
+ App controls
) i + CyberAssets + Awareness Education
+ Server controls information . Cyber Risks )
Domains / End user - Y Cyberinsurance
Applications
Controls controls « Frameworks and Regula- . Active Cyber Defense
Social Engi Networking tions
+ Sociattnginee- ) Evolutionary Techno-
ring controls «+ Architecture and Networks logies
«+ Information, Systems and Disaster recovery
Applications
Identification of Vulnera- Human resources
bilities management
Assessment ) 1SO 27032: 2012 .
. Interviews : . Checklists
instrument Checklist analysis
Quantitative
method
GAP maturity Likert scale « Immature (I): 0-30
Evaluation level Very vulnerable 1 + Indevelopment (D): 31-70
Methodology + Complexity: Vulnerable 2 «  Mature (M): 71-90
High, Half, Low Little vulnerable 3 « Advanced (A): 91-100

Itis a non-vulnera-
ble process 4

Source: own work
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In Table 1, the similarities and differences of each of the cybersecurity models
are shown. It can be established that the three models can be applied in institutions,
organizations and companies, different domains and controls are presented, the
different instruments used for evaluation are also shown and, finally, the evaluation
methodology of each one.

Phase 3: Define the contributions obtained for the construction of the new
model, after analyzing the different models: the most important points of the results
are extracted from the comparison to build a new model.

After analyzing the different studies that were established as a reference, some
important aspects of these were taken and new ones were built in accordance with
the ISO / IEC 27032: 2012 Standard.

When examining Table 1, the controls that conform to the new model based on
the ISO / IEC 27032: 2012 Standard were defined. Referencing the first study called
“Implementing the ISO 27032: 2012 Standard", it can be established that these 4 con-
trols are adjusted to the needs of the new model.

Among the instruments proposed in the reference models are the interview,
the checklist analysis and the checklists, for which the interview-type instrument was
chosen in the new model and having a specific result of the needs presented by the
institution in order to carry out an improvement plan for the same instrument.

After verifying and analyzing the evaluation methodologies in the comparative
table, a new methodology was generated with percentage results to be able to mea-
sure the degree of maturity that better adapts to the dynamic model that is proposed.

Phase 4: Build a dynamic cybersecurity model based on ISO standards.

In this phase, the cybersecurity model was designed based on different 1SO
standards.

Each of the ISO standards established in the proposed dynamic model are de-
scribed below.

ISO / IEC 27032: 2012: The international organization for ISO standardization
created the defined standard with the number 27032 focused entirely on cybersecu-
rity, taking into account that it is now one of the greatest risks that organizations face
today. The main objective of the standard is to guarantee and ensure the security of
information during information transfers that occur in all types of networks and thus
avoid hacks, sabotage or any type of alteration to the information that could corrupt it
or put it at risk. This ISO [14] raises the use of best practices for information security.
In addition, it proposes tools to carry out management within organizations and has
processes for the protection of operations and activities that are carried out online; in
the dynamic model presented, this standard is the main reference in the model.
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12 Dynamic Cybersecurity Model based on ISO standards for Higher Education Institutions in Colombia

ISO / IEC: 20000-1: It is an international standard and its objective is the global
and efficient management of services, includes a group of key processes that include
the management of service levels, the generation of reports, budgets and accounting
of services, to the management of suppliers, incidents and problems, change man-
agement among others [15]. This standard is part of the dynamic model and when
implemented it can achieve permanent control of activities and, by monitoring pro-
cesses, improve the quality of its services, managing to measure and / or compare the
management carried out to its clients through independent evaluations. In the same
way, the Information Technology area can apply it to show effective management of
its resources.

ISO / IEC 27001: The main objective of the standard is to protect the confiden-
tiality, integrity and availability of information in organizations. This is done from an
analysis of the potential problems that may affect the organization and then define
the necessary parameters in order to avoid problems [16]. The controls that are imple-
mented after identifying the risks, generally materialize in the form of policy, procedure
or technical implementation. Most of the implementation of the ISO is related to the
creation or delimitation of organizational rules. This ISO is important for institutions,
because most of the legal requirements related to information security are fulfilled
with the methodology, processes and procedure established in the standard; in addi-
tion to having a certification that validates compliance with the best practices in terms
of information security standards.

ISO / IEC 27002: The main objective of the standard is to establish guide-
lines and principles to initiate, implement, maintain and improve the management
carried out by the institutions regarding information security [17]. The advantages
of having this ISO implemented include the greater control that can be obtained
over information assets, reducing the risk of liability for not having an Information
Security Management System implemented. According to the ISO, the acquisition
of assets must be justified and, in turn, that these have an owner or manager within
the organization; those owners will have the responsibility of applying the necessary
controls. The employee who is responsible for an asset must have the approval of
senior management to establish controls for production, development, maintenance,
use, and the general safety of the asset.

The ISO proposes four fundamental control activities:

«  Conduct asset inventory.
Protect property of assets.
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Acceptable use of assets.
*  Return of assets.

In this way, the ISO controls the movements of information assets; as can be
seen in the model, it has been related to controls.

ISO / IEC 29119: 2013: The objective of the standard is to provide a standard for
software testing, processes, documentation, techniques, and an evaluation model for
software testing processes that can be adapted to the development life cycle of the
software [18].

The standard consists of 5 parts:

Definitions and vocabulary: This section provides an overview of the standard
and general concepts of software testing; in addition to providing a glossary of terms
covering the testing of the entire software life cycle.

Test Process: The standard defines a generic process test guideline that can be
adapted within any software development and life cycle.

Test documentation: It is the part of the ISO that covers the documentation of
the tests in the life cycle of the software; this includes the customizable templates that
cover all the test phases.

Testing Techniques: Proposes a variety of common tools and techniques for
testing software.

ISO 19770-1: Establishes a framework for IT asset management processes that
allows the institution to support the implementation of software asset management
with standards suitable to satisfy the organization's requirements and guarantee ef-
fective support for the management of services in general. This standard may apply to
software and related assets, regardless of the software [19]. As an example, it can be
applied to executable software, such as: application programs, operating systems and
utility programs that work within the institution; and non-executable software such as
audio and video recordings, dictionaries, documents, among others.

Phase 5: Graphically design the structure of the Cybersecurity model: within
the design, the standards that will be worked with the model will be adjusted and the
entire structure of the new model graphically represented.
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DYNAMIC CYBERSECURITY MODEL BASED ON ISO STANDARDS
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Figure 2. Dynamic Cybersecurity Model Based on ISO Standards.

Source: own work

Figure 2 represents a dynamic cybersecurity model that can be applied in dif-
ferent organizations and institutions, its structure considers the four cybersecurity
controls established in the ISO / IEC 27032: 2012 standard, the controls against at-
tacks from Social Engineering that are directly related to all processes, procedures and
/ or dependencies and the three remaining controls are directly related to one-to-one
coverage, that is, a control is related to a process.

In the ISO Standards shown in Figure 2, ISO 27032:2012 is the standard that
will be applied to this model and is related to the four corresponding cybersecurity
controls, in the case of Infrastructure, IT Management and Information Systems. In
the model, they can be adapted to the needs and requirements in different institutions
as itis dynamic.

In this case, the Server Protection Controls and the Social Engineering Controls
are related to Infrastructure, a process that is adapted for each institution or organi-
zation that needs to implement this model. This process refers to everything related
to infrastructure: components, servers, networks, hardware, cabling, among others.

The End User Controls and the Social Engineering Controls are related to the IT
Management process, a process that changes depending on each institution or orga-
nization that needs to implement this model. This process refers to the coordination,
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management, administration of the IT resources, including information systems, plat-
forms, users, vendors, and IT environments in general.

The Controls at the Application Level and the Social Engineering Controls are
related to Information Systems, a process that changes depending on each institu-
tion or organization that needs to implement this model. This procedure refers to
information systems, applications, software that are handled within the institutions
or organizations.

Phase 6: Evaluation of the model from a validated instrument based on reliabil-
ity, validity, and objectivity.

A survey-type instrument was designed, dividing the questions into four sec-
tions that correspond to each control to be evaluated: Server Protection Control, End
User Control, Application Level Control and Social Engineering Controls.

The instrument used has questions of the Yes / No type or those called dichot-
omous items [20] and with information feedback comments related to each of the
guestions.

In applying the dynamic cybersecurity model, the following steps were carried
out:

The first step is to adopt the cybersecurity controls in the model, at the same
time, the processes, sub-processes, specific procedures or how they are handled by
each institution or organization are identified and then they are directly related to each
cybersecurity control.

The next step is to identify the personnel responsible for each process based on
the organization chart of the institution or organization and continue with the formal
presentation to them.

Continuing on from the previous step, the model must be presented to the
responsible personnel to be evaluated and adapted to their needs, adjusting to the
scope that is required by the institution or organization and then applying the survey
instrument.

Finally, the results of the instrument are obtained by generating a percentage
graph of the resulting maturity level to later be analyzed thereby leading to good cy-
bersecurity practices.

In Figure 3, an example of the graph of the results obtained after applying the
instrument is shown; a 100% objective result is expected.
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Figure 3. Example of the result after applying the Instrument.
Source: own work

Inthis case, it refers to the answers given by the instrument where information of
great value is obtained with accurate and significant results to diagnose by measuring
the procedures framed in the established cybersecurity controls. The objectivity of the
instrument is generated after a previous socialization with those responsible for the
procedures that allow it to be resolved in a simple way and with truthful information;
in addition, to being a contribution to the institution in the strengthening processes
in aspects related to Cybersecurity and the Information Security System [21, 22, 23].

To measure the validity and reliability of the instrument, the Kuder Richardson
coefficient should be used [20], applied to evaluate surveys with dichotomous items.
In this case the response variables Yes / No are assigned values of “1" and "0", the
formula applied to the instrument is shown below [20].

kryy = (=) * (1= ==

K 2p.q
K Vit )
kr,, = Reliability Coefficient (Kuder Richardson).
K = Total number of items within the instrument.
Vit = Total Variance.
2p.q = Sum of the Variance of the items.
p = Total of correct answers among number of participating subject.

q=1-p
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The value of the Kuder Richardson coefficient generates the degree of reliability
of the instrument as shown in Table 2.

Table 2. Interpretation of the Reliability Coefficient.

RANKS MAGNITUDE
0.81t0 1.00 Very high
0.61t00.80 high
0.41t0 0.60 Moderate
0.211t00.40 Low
0.01t00.20 Very low

Source: Taken from [24]

It should be noted that the dynamic cybersecurity model and the instrument
were socialized and evaluated by a group of experts from an IES showing that the
model can be dynamically adjusted to different sub-processes and procedures that
are handled within the institution, this makes it adapt in a simple and clear way.

The group of IES collaborators came up with different suggestions and com-
ments that helped to make small adjustments; It should be noted that they show that
the model and the instrument comply with what is necessary for its measurement
and being divided by procedures and by the controls to be evaluated, thus allowing for
easy development.

After applying the instrument in the institution, it generated a value of 0.69 when
applying the formula of the Kuder Richardson coefficient with a high degree of reliabil-
ity based on Table 2.

Finally, in Figure 4, the results are displayed after applying the instrument to the
personnel responsible for the IES; the data is represented in percentage of compliance
with the controls analyzed.
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Server Protection Control
N\

N\ Application Level Control

e Actual result

End User Control === Target result

Figure 4. General result of the Assessment Instrument in the IES.
Source: own work

The Server Protection Control presents a 58% compliance in this control, which
shows that it is necessary to increase protocols and have better cybersecurity prac-
tices associated with the Administration of servers and network services.

The End User Control show 88% compliance with these controls, which shows
that the institution is carrying out good cybersecurity practices.

The Control at the Application Level presents a 67% compliance in this control,
which shows that it is necessary to increase the protocols and have better cyberse-
curity practices.

The Control against Social Engineering Attack presents a 93% compliance in this
control, which shows that it has good cybersecurity practices about this component.

4. DISCUSSION AND CONCLUSIONS

This study is a guide for different IES to adapt the model to their procedures, require-
ments and needs.

This dynamic model of cybersecurity is a great contribution since there are no
specific models for IES.

IES must have a cybersecurity model in place to prevent and protect informa-
tion at the cyberspace level, [25],[26],[27].
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In IES, the dynamic cybersecurity model can be complemented or integrated
into their Information Security Management System.

This dynamic cybersecurity model can be easily adapted to the processes,
procedures and / or dependencies of each IES.

Itis important that the instrument to assess the cybersecurity model meets the
levels of reliability, validity, and objectivity.

To apply the dynamic cybersecurity model in an IES, the legal provisions and
standards that frame the procedures in the institution must be identified.

The instrument must be validated by the expert personnel responsible for the
procedures of the model in the institution.
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