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2 Knowledge Management and Industry 4.0 and Open Innovation

Abstract

Introduction: The bibliographic review that is presented is the result of the research “Open Innovation and
Knowledge Management" developed at the Universidad Distrital Francisco José de Caldas, during the year
2019; where the research problem focused on establishing the relationship between Open innovation,
Knowledge management and its impact on Industry 4.0, where the exchange of information and knowledge is
evident, allowing for the exchange and integration of knowledge and technology in the context of co-creation
in Industry 4.0.

Objective: To demonstrate a Knowledge management and Industry 4.0 model that consolidates innovation

processes in Colombian organizations.

Methodology: A systematic mapping of information was developed, focused on the academic databases of the
publications that link the concepts of Knowledge management, Industry 4.0 and Open innovation in the period
2016-2019.

Conclusions: Innovation is a key factor for organizations, in particular to achieve competitiveness. For this, it
is necessary to have inter-institutional and intra-institutional knowledge management models, characterized
by the decentralized exchange of information in the context of Industry 4.0. Therefore, it is necessary that the
governance of an organization understand and facilitate the processes of opening and exchanging knowledge

and information.

Originality: This model allows for the convergence of different models of administration and organization ma-

nagement, which must be co-managers of resource management and human talent.

Limitations: The model is developed from the literature review and from the experiences presented in these

investigations, implying that a second stage is necessary for validation with experts.

Key words: Knowledge Management; Industry 4.0; Human talent; Psychosocial environment; Open Innovation.

Resumen

Introduccion: La revisién bibliogréfica que se presenta, es el resultado de la investigacion “Innovacién Abierta
y Gestion del Conocimiento” desarrollada en la Universidad Distrital Francisco José de Caldas, durante el afio
2019, donde el problema de investigacion se centra en establecer la relacion entre innovacion abierta, gestion
de conocimiento y su impacto en la industria 4.0 donde es evidente el intercambio de informacion y conoci-
miento, que permite el intercambio e integracién de conocimiento y tecnologia en el contexto de la co-creacion
en la industria 4.0.

Objetivo: Presentar un modelo de integracion gestion de conocimiento e industria 4.0 que permita consolidar

procesos de innovacion en las organizaciones colombianas.

Metodologia: Se desarrollé un mapeo sistematico de informacién, centrado en las bases de datos académicas
de las publicaciones que vincula los conceptos de gestion de conocimiento, Industria 4.0 e Innovacion Abierta
en el periodo 2016-2019.

Conclusiones: La innovacion es un factor clave para las organizaciones y en particular para lograr su competi-
tividad, para ello se debe contar con modelos de gestion de conocimiento interinstitucional e intrainstitucional,
marcada por el intercambio descentralizado de informacién en el contexto de la industria 4.0, para ello se
requiere que la gobernanza de la organizacion comprenda y facilite los procesos de apertura e intercambio de

conocimiento e informacion.

Originalidad: El presente modelo permite la convergencia de diferentes modelos de administracion y gestion de

la organizacion, los cuales debe ser co-gestores en la gestion de recursos y talento humano.
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Limitaciones: El modelo se desarrolla a partir de la revision bibliografica realizada y de las experiencias pre-
sentadas en dichas investigaciones, lo cual implicaria una segunda etapa que permita validar el mismo con

expertos.

Palabras clave: gestion del conocimiento; industria 4.0; talento humano; entorno psicosocial; innovacion

abierta.

Resumo

Introdugdo: A revisao bibliografica apresentada é o resultado da pesquisa “Inovagdo Aberta e Gestdo do
Conhecimento”, realizada na Universidade do Distrito Francisco José de Caldas, durante o ano de 2019, onde o
problema da pesquisa se concentra em estabelecer a relagédo entre inovagao aberta, gestao do conhecimento e
seu impacto na industria 4.0, onde a troca de informagdes e conhecimentos é evidente, permitindo o intercam-

bio e a integragao de conhecimento e tecnologia no contexto da co-criagdo na industria 4.0.

Objetivo: Apresentar um modelo de gestao do conhecimento e integragao da industria 4.0 que permita conso-

lidar os processos de inovagao nas organizagdes colombianas.

Metodologia: Foi desenvolvido um mapeamento sistematico das informagoes, focado nas bases de dados
académicas das publicagdes que vinculam os conceitos de gestao do conhecimento, Industria 4.0 e Inovagao
Aberta no periodo 2016-2019.

Conclusdes: A inovagao é um fator essencial para as organizagdes e, em particular, para alcancar sua competi-
tividade, devendo possuir modelos de gestao do conhecimento interinstitucionais e intrainstitucionais, marca-
dos pela troca descentralizada de informagdes no contexto da Industria 4.0, por Isso requer que a governanga

da organizagao entenda e facilite os processos de abertura e troca de conhecimentos e informagoes.

Originalidade: Este modelo permite a convergéncia de diferentes modelos de administragao e gestao da orga-

nizagao, os quais devem ser co-gerentes na gestao de recursos e talento humano.
Limitagbes: O modelo é desenvolvido a partir da revisao bibliografica realizada e das experiéncias apresentadas

nas referidas investigagdes, o que implicaria uma segunda etapa que permite sua validagdo com especialistas.

Palavras-chave: gestdo do conhecimento; industria 4.0; talento humano; ambiente psicossocial; inovagdo

aberta.

1. Introduction

Knowledge Management is a process in which all the individuals of an organization
intervene, both in the generation and in the transfer of knowledge. For this, there
are different applicable models that manage emotional capital generated in the or-
ganization, both structural and relational, to enhance and structure good practices
and help learn from mistakes. A pre-requisite to this creation, dissemination and
use of knowledge, through structuring or cycles, is the capacity to absorb knowl-
edge and subsequently develop the capacity for dissemination [1], taking advantage
of the knowledge transfer between the different actors that are currently part of the
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4 Knowledge Management and Industry 4.0 and Open Innovation

production and service creation processes; a transition from an individual and cen-
tralized vision to a collaborative approach and integration of organizational capacities
with others [2], promoting Open Innovation processes [3, 4].

On the other hand, Industry 4.0, understood as the next industrial revolution,
currently plays an important role, both due to the technological developments that
it demands (Smart sensors, Internet of Things, Cloud Computing, Service Internet,
People's Internet, among others), such as taking advantage of large amounts of easily
accessible information to process and extract trends and projections that improve
processes and operations in organizations, as well as the integration of the physical
and virtual world that will enhance production processes and smart products, there-
fore facilitating the decentralization of processes and human talent [5, 6].

Inthisinformation flow and knowledge generation process, just like with Industry
4.0 that seeks to generate efficiency in an organization's processes, we propose a
model that relates these two concepts and integrates them as a model applicable to
an organization, this being the main purpose of this article. Additionally, this process
of exchanging knowledge and technology favors Open Innovation processes, which
in turn feeds back into the processes of Industry 4.0.

In the development of this research work, the methodology of Systematic
Literature Mapping was used, which provides an understanding of the state of the art
from previous works related to the topic [7, 8], and subsequently leads to a proposed
model that associates Knowledge Management with Industry 4.0. For this, the article
begins by describing the methodology, then the definition of Knowledge Management,
going through the description of Industry 4.0 and closing with the integration model
for Industry 4.0 and Knowledge Management (14.GC).

2. Methodology

Given the need to support the research, a bibliographic review is carried out in the
Web of Science (WoS) and Scopus databases. This review is carried out with the
aim of obtaining the most relevant information with regards to the field of study. The
consultations on the research topics followed the systematic mapping methodology
that consists of classifying, analyzing and identifying information on trends, authors,
leading journals, etc. (Figure 1)
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Research ' search terms. the articles. ‘
questions.
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Figure 1. Systematic Mapping Protocol
Source: [7]

2.1. Systematic search in databases

In the first phase, the research objective was defined and the consultation criteria
were defined. The extraction of articles was carried out and finally they were studied.
Two search criteria were used; "Knowledge Management and Industry 4.0" and "Open
Innovation and Industry 4.0". Only those articles under the type of access "Open ac-
cess" were studied.

In Scopus, the search was limited to the categories "Engineering”, "Business,
Management and accounting” and "Computer science”, given the relevance of the
research. Similarly, in WoS the results were limited to "Management”, "Business”,
“Industrial Engineering” and “Computer science information systems". For each of
the databases consulted, the search code shown in Table T was generated. It should
be noted that the search was not limited to a specific time period, for this reason all
the results obtained are those existing to date (January 2020).

Ingenieria Solidaria e-ISSN 2357-6014 / Vol. 16, no. 2 / 2020 / Bogota D.C., Colombia
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6 Knowledge Management and Industry 4.0 and Open Innovation

Table 1. Database search codes

Scopus

Web of Science

TITLE-ABS-KEY (knowledge AND manage-
ment AND industry 4.0) AND DOCTYPE (ar
OR re) AND (LIMIT-TO (ACCESSTYPE(OA))
) AND (LIMIT-TO ( SUBJAREA, “BUSI”) OR
LIMIT-TO (SUBJAREA, “COMP”))

SUBJECT: (Knowledge management and industry 4.0)

Refined by: OPEN ACCESS: (ALL OPEN ACCESS ARTICLES) AND
WEB OF SCIENCE CATEGORIES: (MANAGEMENT OR ENGINEE-
RING INDUSTRIAL OR BUSINESS OR COMPUTER SCIENCE
INFORMATION SYSTEMS ) AND TYPE OF DOCUMENTS: ( ARTICLE
ORREVIEW)

Index=SCI-EXPANDED, SSCI, A&HCI, ESCI
Period of time=EVERY YEAR

TITLE-ABS-KEY (open innovation AND
industry 4.0) AND DOCTYPE (ar OR re)
AND (LIMIT-TO (ACCESSTYPE(OA) )) AND (
LIMIT-TO (SUBJAREA, “BUSI”) OR LIMIT-TO
(SUBJAREA, “COMP”))

SUBJECT: (Open innovation and industry 4.0)

Refined by: OPEN ACCESS: (ALL OPEN ACCESS ARTICLES) AND
WEB OF SCIENCE CATEGORIES: (MANAGEMENT OR ENGINEE-
RING INDUSTRIAL OR BUSINESS OR COMPUTER SCIENCE
INFORMATION SYSTEMS ) AND TYPE OF DOCUMENTS: ( ARTICLE
OR REVIEW)

Index=SCI-EXPANDED, SSCI, A&HCI, ESCI
Period of time=EVERY YEAR

Source: own work

The findings of the databases, based on the defined criteria, are those shown
in Figure 2. 43 research articles were obtained in Scopus and 23 in WoS with the
criteria of "Knowledge Management and Industry 4.0"; while for "Open Innovation and
Industry 4.0" 17 articles were obtained in Scopus and 12 in WoS. It is important to

mention that the search was also limited to "Research” and "Review" articles.

As can be seen in Figure 2,

articles that relate to the concepts of Knowledge

Management and Industry 4.0 appear since 2016 in the two main databases consulted.

Articles published under the concept “Knowledge management and Industry 4.0"

20

15

10

(@)

2016

2007

O-III

2018 2019

B Scopus WoS

Figure 2. Publications of articles on Knowledge Management and Industry 4.0

Ingenieria Solidaria

Source: own work
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As evidenced in Figure 3, the studies carried out on these topics have been
growing from 2016 to date, which shows the interest and relevance in the relationship
of these concepts; not only in terms of their implications, but also in the contribution
they make to the development of the productive and service sector.

Articles published under the concept "Open innovation and Industry 4.0"

N

2016 2007 2018 2019

B Scopus WoS

Figure 3. Publications of articles on Open Innovation and Industry 4.0
Source: own work

Of the 95 articles in total, it is worth mentioning that 6 of them are published
in the two databases consulted, but what really stands out are 3 articles found in the
two consultations carried out; both in KM & 14, and in Ol & 14. One of these is an appli-
cation where the factors that influence the adoption of Smart farming are discussed,
and the other two talk about the generation and commercialization of knowledge
for the industry from the relationship between the government and the HEIs (Higher
Education Institutions), as well as the social and technical challenges involved in this
knowledge transmission.

In this way, only 3% of the articles published in the consulted databases reflect
a relationship between the concepts of Knowledge Management, Industry 4.0 and
Open Innovation, making it very clear that it is a field that still has a lot to explore and
supports the proposed final model.

As a second phase, once the research had been carried out, the articles were
also analyzed and studied with the aim of being able to extract models, schemes or
figures in which the authors present the link between Knowledge Management and
Industry 4.0, as well as between Open Innovation and Industry 4.0. The different ways
in which the authors present the connection between these research axes assume
that Industry 4.0 requires work in conjunction with Knowledge Management and
Open Innovation given the constant flow of two-way information (machine - person /

Ingenieria Solidaria e-ISSN 2357-6014 / Vol. 16, no. 2 / 2020 / Bogota D.C., Colombia
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g Knowledge Management and Industry 4.0 and Open Innovation

company), making this a collaborative and cyclical process that involves all areas of
a company.

Based on these findings, the proposed integration model is developed that
contemplates people, resources, information and all those elements that represent
the innovation of Industry 4.0 and the role of Knowledge Management in this new
business paradigm.

3. Theorical framework

In Knowledge Management, there are different application models and method-
ologies, as well as the research carried out with respect to Industry 4.0, which has
desirable application models and requirements, as well as capabilities that facilitate
the implementation of Industry 4.0 in an organization.

3.1. Knowledge Management

Knowledge Management has been defined by Nonaka and Takeuchi as “a facilitating
system for the search, codification, systematization and dissemination of the indi-
vidual and collective experiences of the organization's human talent, to turn them
into globalized knowledge, of common understanding and useful in carrying out all
of its activities, to the extent that it allows generating sustainable and competitive
advantages in a dynamic environment” [9], that is, Knowledge Management is the
administration, identification, optimization and dynamic management of intellectual
assets by individuals or communities [10, 11].

Nonaka and Takeuchi developed a Knowledge Management model in which
they explain the creation of knowledge within organizations through a dynamic and
constant mechanism of interaction or relationship between tacit knowledge and ex-
plicit knowledge that is built as the basis of the model as shown in Figure 4. Tacit
knowledge refers to the knowledge that each individual possesses within them, and
the explicit knowledge that refers to what can be represented or expressed through
physically storable symbols that can be transmitted [12].

Ingenieria Solidaria e-ISSN 2357-6014 / Vol. 16, no. 2 / 2020 / Bogotd D.C., Colombia
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Figure 4. Nonaka model
Source: [9]

According to this model (Fig. 4), the authors propose four processes in which
the conversion of knowledge is generated [9]:

Socialization is the process of acquiring, in which the tacit understanding of
tacit knowledge is shown. That is, it is the passage from ‘tacit knowledge
that is already possessed' to ‘other tacit knowledge'.
Externalization is the process of converting tacit knowledge to explicit
knowledge, through some kind of support that allows others to know it.

+ Combination is the process of creating, it is the passage from explicit
knowledge to explicit knowledge.

+ Internalization is the process of incorporation. It is when you go from expli-
cit knowledge to tacit knowledge. That is, when you internalize something,
you read or observe and make it yours.

In this sense, the same Knowledge Management in the face of Open Innovation
implies that said exchange of knowledge not only takes place within the organization
but with other organizations, thus facilitating the exchange of knowledge and tech-
nologies [13, 14].

On the other hand, Andersen's KMAT model, cited by Patifio [15], proposes a
model that focuses on facilitating the flow and transmission of important information
that members of the organization have, how they receive it from them and how it

Ingenieria Solidaria e-ISSN 2357-6014 / Vol. 16, no. 2 / 2020 / Bogota D.C., Colombia
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10 Knowledge Management and Industry 4.0 and Open Innovation

returns to them again, with the aim of generating benefits or added value for custom-
ers. This model is shown in Figure 5.

Creativity Cooperate Assess Apply
Knowledge Knowledge
Capture
Distribute
Personal Organizational
Learning Experience Analyze Synthesize

Figure 5. Arthur Andersen’s Knowledge Management Model
Source: [15]

Arthur Andersen recognizes the need to accelerate the flow of valuable infor-
mation, from individuals in the organization and back to individuals, so that they can
use it to create value for customers [16, 17].

From the individual point of view, it is the responsibility of each person to share
and make explicit the knowledge for the organization; from the organizational point of
view, it is the responsibility of creating the support infrastructure so that it is individ-
ually effective, creating the processes, culture, technology and systems that allow for
the capture, distribution, analysis, synthesis, application and valuation of knowledge
[11], as shown in Figure 5.

To favor this flow of information, two mechanisms are established: one is net-
works for sharing knowledge, which are physical or virtual places where staff can
share their experiences, allowing communication, learning, and the transfer of knowl-
edge between persons. The second is packaged or encapsulated knowledge, through
an internal system called the Arthur Andersen knowledge space, which has diverse
documentation such as methodologies, experiences, examples, and which are avail-
able to the company members [18].

The previous organizational models of Knowledge Management have been
developed over time with a clear objective; intellectual capital. In this research, firstly,
the Knowledge Management model proposed by the administration experts, Nonaka
and Takeuchi, stands out; they were the first to relate the performance of companies

Ingenieria Solidaria e-ISSN 2357-6014 / Vol. 16, no. 2 / 2020 / Bogotd D.C., Colombia
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with their ability to create knowledge and use it to be competitive and stay current [16,
19]. It is important that organizations do not deviate from their management objec-
tives of growth, profitability and durability, creating new products, methods and new
organizational forms [20] without leaving aside how they generate knowledge, which
is what makes previous creations possible. As mentioned by the authors in their work
“The knowledge-creating organization”, aspects such as intelligence and rationality
can be clearly evidenced in its two conceptualizations of tacit and explicit knowledge,
establishing a relationship between innovation, knowledge and competitiveness [21].

From here, intellectual capital takes on great weight. It has gone from a devel-
opment model of the physical era, to one of the knowledge era, where the organization
must be established as an open system in which there are large knowledge flows
with the external environment [22]. Such flows turn out to be a key aspect and that is
why authors such as Andersen focused their studies on these, discovering the need
to strengthen and accelerate the information flows that have value; this, so that as
knowledge is acquired, adapted and waiting to be transferred, it has an added value
and its use can be promoted through the client. With this model, organizations begin
to create clear strategies so that decision-making is closely related to or based on
knowledge and with a clear objective, competitiveness, established as a measure of
comparing the performance of the organization; such performance being defined in
terms of profitability compared to other organizations.

These two models are then the basis of the present investigation, given their
objective of managing intellectual capital so that, in a holistic way, it achieves the
creation of knowledge by accelerating the flow of information in organizations. Both
approaches clearly allow the integration of people and machines, which is the ultimate
goal of Knowledge Management in this new technological and industrial era.

3.2. Industry 4.0

Also known as the fourth industrial revolution, Industry 4.0 exposes the way in which
factory organization goes from being hierarchical to being totally decentralized thanks
to automation, digitization and the massive exchange of information via the internet,
particularly due to the capacity to extract data from monitored assets [23, 24]. The
main promoter of this concept has been Germany, who in 2011 at the Hannover Messe
fair [25] coined the word “Industry 4.0", which is also known as "Smart Industry”.
Organizations must have the capacities to face the changes that Industry 4.0
entails, and for this, Dan Li defines four structural areas of business that must be
treated with caution and allow for the measurement of the maturity of the company
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12 Knowledge Management and Industry 4.0 and Open Innovation

in this process [26, 27]: Resources, Information Systems, Organizational Structure
and Culture. This digitization paradigm consists of computerization and connectivity,
based on IT systems to support the exchange of information and knowledge [28].

The business model must be aligned with the Industry 4.0 structure according
to the functioning of the systems that will connect and share data in real time between
all the links that make up the chain of an organization [29]. This implies a connection
of people, objects and systems (Fig. 6).

K Information and data in real time \

Individualization
of products
and services

New organization
and control of
the value chain

\ Connection of people, objects and systems J

Figure 6. Simplified description of Industry 4.0
Source: [29]

The human factor is critical in Industry 4.0 as industrial automation also results
in the “re-definition" of jobs, which is why educational development is recommended
for the organization's employees. Avoiding islands of knowledge is one of the ob-
jectives of interconnectivity, and the sharing of knowledge requires that it must not
remain within the limits of the organization, but must exceed them [30, 31].

It is therefore necessary to talk about Computer-Supported Collaborative Work
(CSCW), so that it includes processes and resources that are being involved and offers
an integration of tools and methods that support the collaboration of work teams and
can potentially improve the productivity and effectiveness of those who work collab-
oratively [32, 33]. The relevant issues involving Industry 4.0 are set out in Figure 7.
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Computer Support for collaborative Work

Methods&Tools for Collaboration

Psychological :
A\ 4 Working Methods

~ |

Processes

Incentives

Groupware

Technology

Industry 4.0

Sociological Organizational

Resources

Figure 7. Methods, themes and tools in CSCW
Source: [33].

These are all the factors to consider regarding Industry 4.0 and what it implies
within Knowledge Management. Requirements, capacities and restrictions have to be
considered in what experts call the fourth industrial revolution.

4. Open Innovation

Open Innovation (Ol) is the creation and establishment of new processes in orga-
nizations, which allow them to face the challenges of globalization and see Ol as a
good alternative for it [34-36]. They demonstrate the importance of motivation and
interest in the exchange of information and of the cooperation of the parties to create
new processes [37]. In this sense, three dimensions are identified as essential factors
that help in determining if an organization is motivated to take advantage of Open
Innovation (Fig. 8):

Ingenieria Solidaria e-ISSN 2357-6014 / Vol. 16, no. 2 / 2020 / Bogota D.C., Colombia
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Dynamic capacity
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+ Assimilate

Cooperation with - Exploit

external agents

Use of External

information INNOVATION

PROCESS

External R&D
acquisition

Learning culture

/

Open Innovation

Achieve motivation
between the parties -
Legitima

Figure 8. Innovation processes - Created from
Source: [35]

It should be borne in mind that for such an innovation process to be achieved,
access to resources or the motivation of those involved is not enough; it is also nec-
essary to enhance the dynamic capabilities of the organization, which are what allow
it to identify, assimilate and exploit or improve organizational performance [38, 39].

5. Results

Interconnectivity, collaboration, information flow, knowledge, networks, people,
technology, etc., are some of the many concepts that interrelate when talking about
Knowledge Management in companies that use or try to apply Industry 4.0, given that
this breaks the paradigm of keeping information purely for company processes; this
is why organizational change must be managed, from its philosophy to its processes,
and the way information is managed [40].

For an organization to be successful in the environment of Industry 4.0, it must
pay attention to the training, learning and Knowledge Management processes [41].
In this way, the uncertainty and the changing environments typical of organizations
can be optimally managed. The organizational structure is another key point in the
development of a work environment that promotes innovation and learning.

Open Innovation is now conceived from a network perspective and highlights
the importance of relying on external sources and information feedback processes
generated by Industry 4.0. Hence, some authors speak of Open Innovation 2.0 [42]
in which they identify that shared value depends on social, economic and productive
conditions, from sustainable and prosperous models [43, 44].
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6. Proposed model

As a result of this analysis and based on the findings of the queries made in the da-
tabases, the state of the research topic allows us to define a series of nodes, criteria
and participants who integrate these two broad concepts into the field of research;
Knowledge Management is therefore the main source of innovation and achieving
the correct administration of the large volumes of information promoted by Industry
4.0 is a complex and repetitive task that must be carried out continuously to achieve
continuous improvement in the development process and implementation and eval-
uation of the same.

The basis of the proposed model is in people and technology, since it is from,
to and through these that information flows and must be managed in the best way
in order to create more knowledge and strengthen the intangible assets that organi-
zations possess [45]. From there, two key concepts emerge, such as information and
connectivity, which for obvious reasons are closely linked, giving a circular process in
which one leads to the other and vice versa [17].

The data that arises in a production process is enormous and never stops
flowing, so the proposed model represents a continuous flow of all the key actors and
concepts that are involved; always under the concept of innovation and Knowledge
Management [46]. Figure 9 formulates the framework of what Industry 4.0 is, so that
everything is aligned for effective communication between all the actors that make up
an organization, including external actors.

Knowledge Management based on openness (collaboration) creates a network
through which the other processes that allow for the expected change are support-
ed; through the collaborative work of the technological platforms present in Industry
4.0. This is how people and information systems (computer and control equipment)
are the basis of the entire system, and it is they who are responsible for keeping the
organization moving under the criteria of knowledge creation. Systemic knowledge
is that which starts with the interaction of technology, the system and computer
equipment, to strengthen the intelligence that physical resources are capable of cre-
ating. On the other hand, data analysis, connectivity and computer equipment are
related to the extent that they facilitate the creation of real-time knowledge, which is
finally the characteristic knowledge of Industry 4.0, the speed of information and the
immediate instant.
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Regarding collaborators, they all have the main role because knowledge is
managed thanks to them, but this is achieved to the extent that they are able to adapt
to the changes that Industry 4.0 requires. Environment and culture are therefore the
key factors in this relationship [47]. They allow for the effective communication of the
tacit and explicit knowledge that is in the organization's domains, in order to be able
to share and work in collaboration with other companies in the future, thus avoiding
undesirable islands of information [48]. Resources and objects are the basic needs of
any organization and in this case they cannot be left out of the model; these include
high-tech sensors, as the factor of the monetary resource, since the process of im-
plementing Industry 4.0 requires a high economic investment, but it promises a very
high retribution and significant competitive advantages.

Organizational change is based on employee-machine-product integration,
needing a re-conception of their roles within the company [49]; and it is here that the
human factor becomes critical, to the extent that constant training and education is
needed to motivate collaborators to facilitate change, so that they can be motivated to
collaborate with the new needs and challenges that Industry 4.0 entails.
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Requirements, skills and qualifications are required or recommended for both
individuals and teams that are in the process of adopting Industry 4.0 and promoting
Knowledge Management as an advantage to save resources and time, and encourage
simplicity and knowledge [50]. Technology must be a facilitator but not a solution, and
that is why, in the case of information systems and equipment, they must possess
skills for information management through statistics, data processing and business
intelligence [51]. On the other hand, for people, it is necessary to posess teamwork
skills, a readiness and adaptability to change, and social and communication skills in
order to generate a continuous and effective flow of information that allows for the
creation and subsequent management of knowledge.

7. Conclusions and Discussion

Knowledge Management models are complemented by the fourth industrial revolu-
tion in terms of the flow of information and the generation of knowledge from this. In
the same way, the processes that are evident in the models presented are related to
the process of generating innovation in organizations, such as the use of technology
and the fact of sharing both individual and organizational knowledge.

Knowledge creation comes from two sources, from organizations and the need
to solve a problem, so the Nonaka & Takeuchi knowledge creation model continues
to be in force and applicable to the extent that links are created with other organiza-
tions such as universities and the government. This encourages the flow of knowl-
edge in an externalizing and internalizing manner, thus complementing the proposed
model (Fig. 10).

Produce New Commercialize

Collaboration e
knowledge

Figure 10. Integrated knowledge creation model in the industry
Source: [52]
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It is the power of organizations to define the extent to which they consider the
inter-institutional collaborative level optimal, since it may violate the limits of confiden-
tiality established by the organizations. It is here that the concept of Open Innovation
is integrated, which according to Chesbrough (the main speaker on the topic), consists
of having the ability to commercialize internally developed ideas and acquire ideas
from external companies in order to generate value for organizations [53].

It is outlined with a porous environment that allows for the input and output
of organizations working in collaboration. In order to carry out this process, both
the internal factors of the company and the factors intrinsic to the industry in which
the company operates must be taken into account [14], since a series of dynamic
capacities are required to achieve this objective, and this is another level of com-
mitment and skills that must go hand in hand with the implementation of Industry
4.0 in organizations.

8. Future research

For future research, the key concepts that make up the model are Open Innovation
and Collaborative Integration between government, academia and industry. In this
way, the proposal presented here is strengthened, broadening the spectrum of ap-
plication and getting closer and closer to the reality that organizations that are in the
process of adaptation, or have the idea of adapting the fourth industrial revolution,
must face.

For those who wish to continue researching the subject, it is recommended
to delve deeper into systematic consultation to determine a more approximate level
in terms of research in this area and, if possible, apply quality filters that guarantee
the study of publications in journals with the highest categories (quartiles 1 and 2 for
indexed journals), which was not applied in the present investigation.
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